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Drawings 

1 . The drawings are objected to because all blocks in figures 1 -3 should be 
labeled with descriptive legends (i.e., block 10 should be labeled as 10-Packet 
Matching System). Corrected drawing sheets in compliance with 37 CFR 
1 . 1 2 1 (d) are required in reply to the Office action to avoid abandonment of the 
application. Any amended replacement drawing sheet should include all of the 
figures appearing on the immediate prior version of the sheet, even if only one 
figure is being amended. The figure or figure number of an amended drawing 
should not be labeled as "amended." If a drawing figure is to be canceled, the 
appropriate figure must be removed from the replacement sheet, and where 
necessary, the remaining figures must be renumbered and appropriate changes 
made to the brief description of the several views of the drawings for 
consistency. Additional replacement sheets may be necessary to show the 
renumbering of the remaining figures. Each drawing sheet submitted after the 
filing date of an application must be labeled in the top margin as either 
"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the changes 
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are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the 
drawings will not be held in abeyance. 



Claim Rejections - 35 USC § 102 
2. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or 
in public use or on sale in this country, more than one year prior to the date of application for 
patent in the United States. 

(e) the invention was described in (1) an application for patent, published under section 
1 22(b), by another filed in the United States before the invention by the applicant for patent 
or (2) a patent granted on an application for patent by another filed in the United States 
before the invention by the applicant for patent, except that an international application filed 
under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 2 1 (2) of such treaty in the 
English language. 



3. Claims 1-4, 21 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Gupta (Packet Classification on Multiple Fields). 
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Regarding claim 1 , 

Gupta (Packet Classification on Multiple Fields) discloses a Packet 
Matching method, the method comprising: 

(a) providing a Rule Database (CAM) comprising a plurality of 
classification rules (matching rules), and providing a packet comprising a 
packet header to be classified (5 th paragraph, page 1 , and 4-Previous Work); 

(b) creating a plurality of sub-databases (tables) from the plurality of 
classification rules (matching rules) in the Rule Database (4-Previous Work); 

(c) creating a plurality of Necessary Path Condition Rules (matching rules) 
wherein each Necessary Path Condition Rule (a matching rule) corresponds to a 
sub-database (table)(tables 1-2, 1 -introduction; 2-The problem of Packet 
Classification; 4-Previous Work); 

(d) determining which sub-databases to search (i.e., flow classifier 
determined which flow (i.e., sub-database) an arriving packet belongs to, see 

1 -Introduction, 1 st paragraph, lines 4-5), said determining further comprising 
comparing at least some of the packet header (i.e., contents of packet 
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header(s), see 1 -Introduction, 1 st paragraph, lines 10-1 2) to the plurality of 
Necessary Path Condition Rules (i.e., a Set of Rules, see 1 -Introduction, lines 8- 
12, and table 2 wherein the classes that the router classified an incoming 
packet into); 

(e) searching the sub-databases determined in step (d) for best matching 
classification rules (1 -Introduction; 2-The problem of Packet Classification; 4- 
Previous Work); and 

(f) selecting the best matching classification rule (1 -Introduction; 2-The 
problem of Packet Classification; 4-Previous Work). 

Regarding claim 2, 

Gupta further discloses wherein the searching in (e) comprises searching 
in parallel (4-Previous Work). 



Regarding claim 3, 
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Gupta further discloses (g) providing an additional packet to be classified; 
and (h) matching the additional packet according to steps (d), (e), and (f) (i.e., 
the header of each packet is examined to identify the flow to which the packet 
belongs in 1 -Introduction; see also 2-The problem of Packet Classification; 4- 
Previous Work). 

Regarding claim 4, 

Gupta further discloses wherein the sub-databases comprise at least T/3 
classification rules, and wherein the sub-databases further comprise up to T 
classification rules (2.1 -Examples of a Classifier, number 2). 

Regarding claim 21 , 

Gupta (Packet Classification on Multiple Fields) discloses a Packet 
Matching system comprising: 

means for creating a plurality of sub-databases (i.e., which flow in table 
1) from a plurality of rules (i.e., set of rules in table 2); 



Application/Control Page 7 

Number: 09/992,677 
Art Unit: 2616 

means for determining which sub-databases (i.e., which flow) to search 
given a packet (of an arriving packet belongs to, see 1 -Introduction, lines 4-8; 
and see also table 2); 

means for finding best rule (i.e., one rule in a set of rules of the flow 
classifier, where each flow obeys at least one rule, see 1 -Introduction, lines 4- 
18) matches among the determined sub-databases (flows/rules in tables 1-2) 
for the packet; and 

means for selecting the highest priority best matching rule from among 
the found best rule matches (i.e., selecting which rules closer to the top of the 
list take priority, see 5 th paragraph on page 1). 

4. Claim 13 is rejected under 35 U.S.C. 102(e) as being anticipated by 
Kansal (6,374,326). 
Regarding claim 13, 
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Kansal (6,374,326) discloses a Packet Matching system (fig. 2), the system 
comprising: 

an All Matching Rules Engine (bank key generator 260-fig.2) to generate, 
based on a first subset of bits (i.e., 1 43:72 or 71 :0) within a search value (i.e., 
input key, see fig. 3), selection signals (i.e., bank keys for sub-bank A or sub- 
bank B, figs. 2-3) that indicate which of a plurality of sub-databases (sub-banks 
A & B) are to be searched for a match to a second subset of bits within the 
search value (see figs. 2-3); 

a plurality of Best Matching Rules Sub-Engines (cam subbank A, cam 
subbank B, fig. 3) to store the plurality of sub-databases and to search the sub- 
databases by the selection signals for at least one match to the second subset 
of bits within the search value, see col. 3, lines 43-52; and 

a Collate Engine (size selection logic 220-figs. 2 & 3b) coupled to said 
Best Matching Rules sub-engines (cam subbank A, cam subbank B, figs. 2-3), 
and configured to select the best one of the at least one match from the Best 
Matching Rule sub-engines (fig. 3b & fig. 4). 
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5. Claims 5-10 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Gupta (Packet Classification using Hierarchical Intelligent Cuttings). 
Regarding claim 5, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses a method for organizing a Rule Database, the method comprising: 

(a) providing a Rule Database (Ternary CAM) comprising a plurality of N 
classification rules, each classification rule comprising W bits, wherein each bit 
of the W bits has a value selected from the group consisting of 0, 1 , and X (3- 
Related Work); 

(b) constructing a hierarchical subdivision tree (fig. 2), comprising a single 
root (i.e., 256*256, X, 4), a plurality of nodes (i.e., Rl -R2, R2 & R6, R2 & R7), 
and a plurality of leaves (i.e., R4 & R5, R2 & R3), wherein the root, the nodes, 
and the leaves are interconnected by a plurality of branches, wherein each 
branch corresponds to a value of a bit of the W bits of at least some of the 
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plurality of the N classification rules (fig. 2, 4-Packet Classification using 
Hierarchical Intelligent Cutting); and 

(c) creating a plurality of sub-databases such that traversing, via at least 
some of the branches, any path from the root of the hierarchical subdivision 
tree through at least some of the interconnected nodes to a leaf of the plurality 
of leaves will lead to a sub-database, wherein each sub-database comprises a 
subset of up to T classification rules (subset of rules R(u)) of the plurality of N 
classification rules (set of rules R(v)), and wherein each of the plurality of the N 
classification rules is a member of exactly one sub-database (fig. 2, 4-Packet 
Classification using Hierarchical Intelligent Cutting). 

Regarding claim 6, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses wherein each sub-database further comprises a subset of at least 
Tmin classification rules (subset of rules R(u)) of the plurality of N classification 
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rules (set of rules R(v)) (fig. 2, 4-Packet Classification using Hierarchical 
Intelligent Cuttings). 

Regarding claim 7, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses wherein Tmin is less than or equal to T/3 (table 1 , 4-Packet 
Classification using Hierarchical Intelligent Cuttings). 

Regarding claim 8, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses creating a plurality of Necessary Path Condition Rules wherein each of 
the Necessary Path Condition Rules corresponds to a sub-database, and 
wherein each of the Necessary Path Condition Rules of the plurality of the 
Necessary Path Condition Rules is comprised of the bit values associated with 
each traversed branch of the hierarchical subdivision tree while traversing the 
hierarchical subdivision tree from the root to the corresponding exactly one 
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sub-database (fig. 2, 4-Packet Classification using Hierarchical Intelligent 
Cuttings). 

Regarding claim 9, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses wherein N is at least around 10,000 (3-Related Work, 9 th paragraph). 

Regarding claim 1 0, 

Gupta (Packet Classification using Hierarchical Intelligent Cuttings) 
discloses wherein W is at least around 32 (table 1). 

Claim Rejections - 35 USC § J 03 
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
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skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

7. Claims 14-20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kansal (6,374,326). 

Regarding claim 24, Kansal further discloses a circuitry (i.e., multiplexer 310 or 
instruction decoder 250, in fig. 2) to search the sub-databases indicated by the 
selection signals (i.e., key bank A) for a match to the first subset of bits (i.e., 
1 43:72) within the search value (i.e., input key-figs. 2-3) concurrently with 
searching the sub-databases indicated the selection signals (i.e., key bank B( 
for a match to the second subset of bits (i.e., 71 :0) within the search value (i.e., 
input key-figs. 2-3). However, Kansal does not explicitly disclose "wherein the 
plurality of Best Matching Rules Sub-Engines includes circuitry". 

Kansal further discloses the multiple bank CAM extracting one or more 
distinct subsets of the bits in the input key for use as bank lookup keys, see 
col. 2, lines 14-19, corresponding to (1). Therefore, it would have been obvious 
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to an artisan to include the circuitry for using the input key as bank lookup keys 
with the motivation being to fasten the lookup time in communication routing 
and switching. 

8. Claims 14-20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
oyer Kansal. (6,374,326) as applied to claim 1 3 above, and further in view of 
Gupta (Packet Classification on Multiple Fields). 

Regarding claim 14, Kansal discloses all the claimed limitations, except (1) 
wherein said All Matching Rules Engine (multiple cam bank 200-fig.2) further 
comprises a memory comprising a set of Necessary Path Condition Rules. 

However, in the same field of endeavor, Gupta discloses wherein said All 
Matching Rules Engine (multiple cam bank 200-fig.2) further comprises a 
memory comprising a set of Necessary Path Condition Rules (tables 1-3, 2-The 
Problem of Packet Classification & 2.1 -Example of a Classifier), corresponding 
to (1). Therefore, it would have been obvious to an artisan to apply Gupta's 
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teaching to Kansal's system with the motivation being to perform classification 
quickly on an arbitrary number of fields for fast routing lookup. 

Regarding claim 1 5, Kansal further discloses said memory comprising at least 
one of the following memories: CAM, DRAM, SRAM (figs. 2-3). 

Regarding claim 16, Kansal discloses wherein each of said Best Matching Rules 
sub-engine (CAM 200-fig.2) further comprises a sub-database memory (cam 
bank 21 0-fig.2) to store at least one sub-database (cam subbank A 322-fig.3) 
of the plurality of sub-databases (cam subbank A, cam subbank B, fig. 3), 
except (1 ) the at least one sub-database of each of said Best Matching Rules 
sub-Engines corresponding to said Necessary Path Condition Rules (example of 
rules, table 1). 

However, in the same field of endeavor, Gupta further discloses the at 
least one sub-database (which flow, see 1 -Introduction, 1 st paragraph, lines 4- 
5) of each of said Best Matching Rules sub-Engines (i.e., table 1 ) corresponding 
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to said Necessary Path Condition Rules (i.e., set of rules, 1 -Instrodution, table 
1 , 1 st paragraph, lines 4-5, and lines 8-12, table 2 wherein the classes that the 
router classified an incoming packet into), corresponding to (1). Therefore, it 
would have been obvious to an artisan to apply Gupta's teaching to Kansal's 
system with the motivation being to fasten the packet classification based on a 
set of rules. 



Regarding claim 17, Kansal wherein said sub-database memory (cam subbank 
A, figs. 2-3) comprises at least one of the following memories: CAM, DRAM, 
SRAM. 

Regarding claim 18, Kansal discloses all the claimed limitations, except (1) 
wherein said at least one sub-database of the plurality of sub-databases 
comprises a plurality of rules. 

However, in the same field of endeavor, Gupta (Packet Classification on 
Multiple Fields) discloses wherein said at least one sub-database (which flow, 
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see 1 -Introduction, 1 st paragraph, lines 4-5) of the plurality of sub-databases 
(i.e., table 1) comprises a plurality of rules (i.e., set of rules, 1 -Introdution, 
table 1, 1 st paragraph, lines 4-5, and lines 8-12, table 2 wherein the classes 
that the router classified an incoming packet into), corresponding to (1). 
Therefore, it would have been obvious to an artisan to apply Gupta's teaching 
to Kansal's system with the motivation being to fasten the packet classification 
based on a set of rules. 

Regarding claim 19, Kansal discloses all the claimed limitations, except (1) 
wherein said at least one sub-database of the plurality of sub-databases 
comprises a plurality of forwarding entries. 

However, in the same field of endeavor, Gupta (Packet Classification on 
Multiple Fields) discloses wherein said at least one sub-database (i.e., which 
flow, see 1 -Introduction, 1 st paragraph, lines 4-5) of the plurality of sub- 
databases (i.e., table 1 ) comprises a plurality of forwarding entries (i.e., 
entries/set of rules in table 1 , see 1 st paragraph, lines 4-5, and lines 8-1 2, 
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table 2 wherein the classes that the router classified an incoming packet into)), 
corresponding to (1). Therefore, it would have been obvious to an artisan to 
apply Gupta's teaching to Kansal's system with the motivation being to fasten 
the packet classification based on a set of rules. 

Regarding claim 20, Kansal discloses wherein said plurality of sub-databases 
(i.e., cam banks) are distributed among said plurality of Best Matching Rules 
sub-engines (i.e., subbanks) such (so) that concurrent activation of more than 
one Best Matching Rules sub-Engine of said plurality of sub-engines is 
minimized, (see abstract, lines 6-9; col.l, line 66-col.2, line 13-showing 
simultaneous lookup to the subbanks, emphasis added; see also figure 2 
wherein the lookup used the key input to search only the subbank as indicated 
in the key input-emphasis added, see also fig. 3) and all the claimed limitations, 
except (1 ) wherein each sub-database of said plurality of sub-databases 
corresponds to one of said Necessary Path Condition Rules, 
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However, in the same field of endeavor, Gupta (Packet Classification on 
Multiple Fields) discloses wherein each sub-database (i.e., which flow, see 1 - 
Introduction, 1 st paragraph, lines 4-5) of said plurality of sub-databases (i.e., 
table 1) corresponds to one of said Necessary Path Condition Rules (i.e., 
entries/set of rules in table 1 , see 1 st paragraph, lines 4-5, and lines 8-12, 
table 2 wherein the classes that the router classified an incoming packet into), 
corresponding to (1). Therefore, it would have been obvious to an artisan to 
apply Gupta's teaching to Kansal's system with the motivation being to fasten 
the packet classification based on a set of rules. 

9. Claims 1 1 -1 2 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Gupta (Packet Classification using Hierarchical Intelligent Cuttings) in view 
of Liu (Reducing Routing Table Size Using Ternary CAM). 
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Regarding claim 1 1, Gupta (Packet Classification using Hierarchical Intelligent 
Cuttings) all the claimed limitations, except (1) inserting an additional rule to a 
sub-database. 

However, in the same field of endeavor, Liu (Reducing Routing Table Size 
Using Ternary CAM) discloses 3.1 -Insertion (corresponding to (1)). Therefore, 
it would have been obvious to an artisan to apply Liu's teaching to Gupta's 
system with the motivation being to reduce the compaction ratio over time, 
results in almost no area savings at all. 

Regarding claim 12, Gupta (Packet Classification using Hierarchical Intelligent 
Cuttings) all the claimed limitations, except (1) deleting an existing rule from a 
sub-database. 

However, in the same field of endeavor, Liu (Reducing Routing Table Size 
Using Ternary CAM) discloses 3.2-Withdrawal (corresponding to (1)). 
Therefore, it would have been obvious to an artisan to apply Liu's teaching to 
Gupta's system with the motivation being to reduce the table size. 
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10. Claims 22-23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Gupta (Packet Classification on Multiple Fields) in view of Liu (Reducing 
Routing Table Size Using Ternary-CAM). 

Regarding claim 22, Gupta discloses all the claimed limitations, except (1) an 
optimizing means for creating the plurality of sub-databases such that power 
dissipation is less than threshold power level. 

However, in the same field of endeavor, Liu (Reducing Routing Table Size 
Using Ternary-CAM) discloses in the 6th paragraph for creating a compact 
routing table size so that a smaller number of CAM chips can be used in the 
system (corresponding to (1)). Therefore, it would have been obvious to an 
artisan to apply Liu's teaching to Gupta's system with the motivation being to 
reduce its power consumption and heat dissipation. 



Application/Control Page 22 

Number: 09/992,677 
Art Unit: 2616 

Regarding claim 23, Gupta discloses all the claimed limitations, except (1) an 
optimizing means for creating the plurality of sub-databases such that storage 
requirements of each sub-database of the plurality of sub-databases is less 
than threshold storage capacity. 

However, in the same field of endeavor, Liu (Reducing Routing Table Size 
Using Ternary-CAM) discloses in the 4-5th paragraphs for creating compact 
routing table to store separate mask for each entry and to store prefix with 
different length into separate CAM chip (see table 1). Therefore, it would have 
been obvious to apply Liu's teaching to Gupta's system with the motivation 
being to provide a high lookup throughput. 

Response to Arguments 
1 1 . Applicant's arguments filed 7-31 -7 have been fully considered but they 
are not persuasive. 

A/. Applicant traversed drawings objection citing 37 CFR 1 .74 
compliance. 
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In reply, although the drawings disclose the reference numeral and the 
specification refers to the reference numeral, however, the drawings failed to 
provide BRIEF DESCRIPTION of the drawings in the drawings. Thus the 
drawings' objection stand. 

B/. Applicant argued that Gupta does not disclose "determining which 
sub-databases to search". 

In reply, applicant is directed to Gupta-1 (Packet Classification on 
Multiple Fields), 1 -Introduction discloses a flow classifier for determining 
whether to forward or filter the arriving packet and wherein a flow classifier 
(also called a packet classifier) which maintains a set of rules, where each flow 
obeys at least one rule. The rules classify which flow a packet belong to based 
on the content of the packet header. By determining whether to forward or 
filter, Gupta would use flow classifier database for classifying. Thus, the 
previous rejection stands. 
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CI. Applicant argued that Gupta does not disclose "constructing a 
separate branch for each different value of a selected bit". 

In reply, applicant is directed to Cupta-2 (Packet Classification using 
Hierarchical Intelligent Cuttings), 3-Related Work, second paragraph, wherein a 
cell in a ternary CAM can store three values 0, 1 or X. The X value represents a 
don't care and operates as a per-cell mask enabling the ternary CAM to match 
rules containing wildcards and to determine which entry (or entries) it matches. 
Also, figure 1 demonstrates how each branch (i.e., each branch has a set of 
rules corresponding to table 1) being constructed corresponding to the rules 
setting. 

D/. Applicant argued that Kansal does not disclose "all matching rules 
engine to generate. ..selection signals that indicate which of a plurality of sub- 
databases are to be searched for a match. ..[and] a plurality of best matching 
rules sub engines. ..to search the sub-databases indicated by the selected 
signals...". 
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In reply, applicant is directed to Kansal's figures 2-3, wherein figure 3a 
shows the key generation (selection signals) to different cam banks and wherein 
column 3, lines 22-24 discloses using a single lookup key to perform multiple 
lookups in different banks, thus producing multiple, simultaneously-available 
lookup result in parallel. See also figure 4. 

1 2. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the 
advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on 
the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .1 36(a) will be calculated from the mailing date of the advisory action. In 
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no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the mailing date of this final action. 

1 3. Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Phuongchau Ba Nguyen whose 
telephone number is 571 -272-31 48. The examiner can normally be reached 
on Monday-Friday from 10:00 a.m. to 6:00 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Huy Vu can be reached on 571 -272-31 55. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 
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Number: 09/992,677 
Art Unit: 2616 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-21 7- 
91 97 (toll-free). 



/Phuongchau Ba Nguyen/ 

Examiner 
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